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SYSTEM AND METHOD FOR ENABLING MULTICAST 
GROUP SERVICES IN A NETWORK ENVIRONMENT 

TECHNICAL FIELD OF THE INVENTION 

This invention relates in general to the field of 
communications and, more particularly, to a system and a 
method for enabling multicast group services in a network 
environment . 
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BACKGROUND OF THE INVENTION 

Networking services have become increasingly 
important in today's society. One feature of networking 
services relates to client or source awareness. Certain 
5 services, functions, or capabilities may be provided to a 
group of end users or to clients based on a corresponding 
source profile or policy. For example, in general packet 
radio service (GPRS) and universal mobile 

telecommunication system (UMTS) networks, any number of 
10 data services may be provided to a group of mobile 
wireless users. In certain architectures, mobile service 
providers may seek to offer multicast services over such 
networks . 

Multicast services allow users to receive 
15 information from multicast groups. Devices or components 
within a network must generally be able to identify an 
end user or individual before offering such services to 
the targeted group. Thus, sufficient information must be 
made available to a network device in order to allow for 
20 an accurate identification of a client or a source. 
Additionally, tools are needed to allow a given end user 
to join and to leave the selected group. Accordingly, 
the ability to provide an awareness feature to interested 
network equipment, while allowing for the joining and 
25 leaving of any number of interested participants, 
presents a significant challenge to network 
administrators, component manufacturers, and system 
designers . 
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SUMMARY OF THE INVENTION 

From the foregoing, it may be appreciated by those 
skilled in the art that a need has arisen for an improved 
communications approach that provides an awareness 
5 function and a join/leave operation for end users 
included in a multicast group. In accordance with one 
embodiment of the present invention, a system and a 
method for identifying information in order to enable 
group services in a network environment are provided that 

10 greatly reduce disadvantages and problems associated with 
conventional communications techniques . 

According to one embodiment of the present 
invention, there is provided a method for offering 
multicast services in a communication system that 

15 includes establishing a communication link with an end 
user and evaluating signaling information associated with 
the communication link to identify a correlation between 
the end user and a multicast service group associated 
with the end user. The correlation may be used to 

2 0 provide one or more multicast services to the end user. 
In a more particular embodiment, the signaling 
information includes an access point name (APN) that may 
be used as a basis for the correlation. 

Certain embodiments of the present invention may 

25 provide a number of technical advantages. For example, 
according to one embodiment of the present invention, a 
communications approach is provided that allows an 
architecture to provide multicast services to an existing 
general packet radio service (GPRS) or universal mobile 

30 telecommunication system (UMTS) network. This may be 
achieved by an enhancement to the GGSN. Such a 

modification may be minimal in that it does not impact 
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the end user subscribing to the multicast group or the 
network. 

This operation would allow a device or a component 
within a network environment to identify a session 
belonging to a given end user. This could be achieved by 
matching, for example, access point names (APNs) to 
multicast groups. This could potentially allow receiving 
devices and components within the network environment to 
provide valuable multicast services to a group of end 
users. Additionally, the GGSN is able to perform 

join/leave operations for the associated subscribers to 
multicast groups such that any given communication 
session may be facilitated or ended in accordance with 
the wishes of the end user. Certain embodiments of the 
present invention may enjoy some, all, or none of these 
advantages. Other technical advantages may be readily 
apparent to one skilled in the art from the following 
figures, description, and claims. 



ATTORNEY'S DOCKET PATENT APPLICATION 

062891 . 1235 



BRIEF DESCRIPTION OF THE DRAWINGS 

To provide a more complete understanding of the 
present invention and features and advantages thereof, 
reference is made to the following description, taken in 
5 conjunction with the accompanying figures, wherein like 
reference numerals represent like parts, in which: 

FIGURE 1 is a simplified block diagram of a 
communications system for identifying information in 
order to enable multicast services in a network 
10 environment in accordance with one embodiment of the 
present invent ion ; 

FIGURE 2 is a simplified block diagram of a table 
for storing information in the communication system; and 

FIGURE 3 is a simplified flowchart illustrating a 
15 series of example steps associated with a method for 
identifying information in order to enable multicast 
services in the communication system. 
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DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS OF THE 
INVENTION 

FIGURE 1 is a simplified block diagram of a 
communication system 10 for enabling multicast services 
5 in a network environment. Communication system 10 

includes an end user 12, a radio access network (RAN) 14, 
a serving general packet radio service (GPRS) support 
node (SGSN) 18, and an Internet protocol (IP) network 20. 
Additionally, communication system 10 includes a gateway 

10 GPRS support node (GGSN) 3 0 and may also include a client 
services packet gateway (CSPG) 32. FIGURE 1 may be 
generally configured or arranged to represent a 2 . 5G 
communication architecture applicable to a Global System 
for Mobile (GSM) environment in accordance with a 

15 particular embodiment of the present invention. However, 
the 2 . 5G architecture is offered for purposes of example 
only and may alternatively be substituted with any 
suitable networking protocol or arrangement that provides 
a communicative platform for communication system 10. 

2 0 For example, communication system 10 may cooperate with 
any version of a GPRS tunneling protocol (GTP) that could 
benefit from an ability to provide multicast services to 
an end user. This may be inclusive of first generation, 
2G, and 3G architectures that provide features and 

25 services for any end user 12. 

In GPRS and universal mobile telecommunication 
system (UMTS) networks, any number of data services may 
be provided to a group of end users or subscribers. In 
certain architectures, mobile service providers may seek 

30 to offer multicast services over such networks. IP 
multicast services allow users to receive information 
from multicast groups. IP multicasting generally 
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involves sending out data to distributed servers. 
Multicast services may include items such as financial 
services, sports information services, and location-based 
services. Multicast services may also be provided for 
5 corporate entities such as FedEx, UPS, and any other 
entities dispatching information to employees. Any 
number of other suitable communication flows may also be 
characterized as multicast services where appropriate and 
based on particular needs. A wide range of data 

10 exchanges may be included in the rubric of 'multicast 
services' and, accordingly, benefit from the teachings of 
communication system 10. 

For large amounts of data, IP multicast may be more 
efficient than standard Internet transmissions because a 

15 given server can broadcast a message to many recipients 
simultaneously. Multicast services may include audio and 
video streaming or, alternatively, involve more 
simplistic data transfers. Unlike traditional Internet 
traffic that requires separate connections for each 

20 source-destination pair, IP multicasting can allow a 
plurality of recipients to share the same source. This 
can translate into one set of packets being transmitted 
for all the designated destinations. Devices or 

components within a network must generally be able to 

25 identify an end user or individual before offering such 
selected services to the targeted multicast group. 

In accordance with the teachings of the present 
invention, communication system 10 provides a mechanism 
that allows GGSN 30 to provide IP multicast service in a 

30 network environment. To support IP multicast functions 
in a GPRS environment, current 3GPP specifications may 
require: 1) that the underlying network be UMTS or a 



ATTORNEY ' S DOCKET 
062891 . 1235 



8 



PATENT APPLICATION 



3GPP-equivalent release; 2) a given end user device (e.g. 
a mobile station) to support internet group management 
protocol (IGMP) and class-D addressing functions; and 3) 
a given GGSN to support IGMP. Note that IGMP is defined 
5 in RFC 3376 as a standard for IP multicasting using the 
Internet. IGMP may be used to establish host memberships 
in particular multicast groups on a single network. The 
mechanisms of the protocol allow a host to inform its 
local router (or other equivalent element) that it wishes 

10 to receive messages addressed to a specific multicast 
group. Hosts that conform to level two of the IP 
multicasting specification generally require IGMP. 

Communication system 10 may support IP multicast 
functions in a GPRS environment in the following manner: 

15 1) for existing GPRS networks (e.g. R97, R98 R99 and 
others) , no modification to the user device is necessary; 
and 2) GGSN 30 is enhanced with multicast capabilities. 
Based on the GTP signaling and related information (e.g. 
create/delete packet data protocol (PDP) context, access 

2 0 point name (APN) , or any other suitable parameter) GGSN 
30 can map APNs to IP multicast groups and, further, 
perform j oin/ leave operations for the given multicast 
group. Additionally, GGSN 30 can perform the necessary 
functions to forward IP multicast traffic to end users 

2 5 subscribed to the selected multicast group. GGSN 3 0 may 

behave like a standard multicast router, as viewed 
towards the IP multicast services infrastructure, such 
that other components may continue with their standard 
operations. This allows for minimal overhead in order to 

3 0 achieve the teachings and functionalities of 

communication system 10. Thus, GGSN 30 may be configured 
to evaluate GTP signaling and other relevant information 
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(e.g. via communication flows through RADIUS, DIAMETER, 
TACACS, and GTP ' ) . This information may be used to map 
APNs to IP multicast groups such that multicast groups 
are supported in various architectures, such as in GPRS 
5 and UMTS networks . 

End user 12 is a client or a customer wishing to 
initiate a communication in communication system 10 via 
IP network 2 0 . End user 12 may be inclusive of devices 
used to initiate a communication, such as a computer, a 

10 personal digital assistant (PDA) , a laptop or an 
electronic notebook, a telephone, a mobile station, or 
any other device, component, element, or object capable 
of initiating voice or data exchanges within 
communication system 10. End user 12 may also be 

15 inclusive of a suitable interface to the human user, such 
as a microphone, a display, a keyboard, or other terminal 
equipment (such as for example an interface to a personal 
computer or to a facsimile machine in cases where end 
user 12 is used as a modem) . End user 12 may also be any 

20 device that seeks to initiate a communication on behalf 
of another entity or element, such as a program, a 
database, or any other component, device, element, or 
object capable of initiating a voice or a data exchange 
within communication system 10. Data, as used herein in 

2 5 this document, refers to any type of numeric, voice, 

video, audio-visual, or script data, or any type of 
source or object code, or any other suitable information 
in any appropriate format that may be communicated from 
one point to another. 

3 0 RAN 14 is a communications interface between end 

user 12 and SGSN 18 . RAN 14 may comprise a base 
transceiver station and a base station controller. The 



PATENT APPLICATION 

10 

communications interface provided by RAN 14 offers 
connectivity and allows data to be exchanged between end 
user 12 and any number of selected elements within 
communication system 10. RAN 14 facilitates the delivery 
5 of a request packet generated by end user 12 and the 
reception of information sought by end user 12. RAN 14 
is only one example of a communications interface between 
end user 12 and SGSN 18. Other types of communications 
interfaces may be used for a desired network design based 

10 on particular needs. 

IP network 20 represents a series of points or nodes 
of interconnected communication paths for receiving and 
transmitting packets of information that propagate 
through communication system 10. IP network 20 offers a 

15 communicative interface between end user 12 and GGSN 3 0 
and may be any local area network (LAN) , wireless local 
area network (WLAN) , metropolitan area network (MAN) , 
wide area network (WAN) , virtual private network (VPN) , 
or any other appropriate architecture or system that 

20 facilitates communications in a network environment. IP 
network 2 0 implements a user datagram protocol 
(UDP) /Internet protocol (UDP/IP) communication language 
protocol in a particular embodiment of the present 
invention. However, IP network 20 may alternatively 

2 5 implement any other suitable communication protocol for 
transmitting and receiving data or information within 
communication system 10. 

SGSN 18 and GGSN 3 0 are network elements that 
cooperate in order to facilitate a communication session 

30 involving end user 12. GGSN 30 is a communication or 
network node that may be working in conjunction with 
multiple SGSNs 18 to provide a communications medium in a 
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GPRS service network environment. In operation, end user 
12 may bring up a PDP context via SGSN 18 to GGSN 30. 
The PDP context may be a GPRS data call coming from a 
GPRS-enabled GSM mobile station in this example scenario. 
5 The establishment of the PDP may be done, for example, 
based on a configured APN through its assigned SGSN 18. 
The signaling information (e.g. the APN) may then be used 
by GGSN 3 0 to match end user 12 with an appropriate 
multicast group and, further, correlate that group to a 

10 multicast service. 

GGSN 3 0 may be inclusive of a walled garden used to 
control user access to web content or services. GPRS 
represents a packet -based data bearer service for 
communication services that may be delivered as a network 

15 overlay for any type of suitable network configuration or 
platform. GPRS generally applies packet -radio and packet 
switching principles to transfer data packets in an 
efficient way between GSM elements or units and external 
packet data networks. GPRS may support multiple Internet 

20 communication protocols and may enable existing IP, X.25, 
frame relay, or any other suitable applications or 
platforms to operate over GSM connections. 

In a particular embodiment of the present invention, 
GGSN 3 0 includes software that is operable to evaluate 

25 signaling information and other relevant data in order to 
match APNs to IP multicast groups. Alternatively, these 
functions may be provided by any suitable hardware, 
component, device, application specific integrated 
circuit (ASIC) , processor, algorithm, element or object 

30 that is operable to perform such operations. Note that 
in alternative embodiments such a correlation 
functionality may be provided external to GGSN 30, 



ATTORNEY'S DOCKET PATENT APPLICATION 

062891 . 1235 

12 



allowing awareness to be achieved for interested 
components in the network. 

CSPG 32 is a client-aware device that may provide or 
offer some service or feature to end user 12 . Such 
5 services may be based on an effective mapping between a 
source IP address of a given request packet and a user 
profile. Client-aware devices may key off the source IP 
address in providing services to an end user. There are 
a number of reasons why a device or a component would 

10 want to identify end user 12. For example, some devices 
may wish to identify end user 12 for authorization or 
quality of service purposes. In another example, a 
device may wish to maintain user profiles to provide for 
accounting records (for example per-user accounting) or 

15 to provide for content billing operations. 

Alternatively, a device or a component may use an 
identification to provide for any other type of suitable 
client-aware service, tool, or feature according to the 
particular needs of network components or equipment. 

20 Additional services may be related to areas such as 
routing, accounting, firewalling, filtering, or any other 
suitable parameters or policies where user-aware 
characteristics serve as a basis for service 
implementation . 

25 CSPG 32 represents a generic piece of network 

equipment that benefits from knowing the identity of end 
user 12. CSPG 32 could be a wireless application 
protocol (WAP) gateway, a compression and/or optimization 
engine, a billing engine (inclusive of per-content 

30 billing) , a service enforcement element, a content 
authorization component, a policy enforcement gateway, or 
any other element that is operable to modify, process, or 
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transform data or information in a network environment. 
CSPG 32 represents any component, device, element or 
object that can benefit from having PDP awareness 
information. 



the client or the end user to provide services based on a 



present invention, CSPG 32 provides client-aware services 
by operating at networking layers two and three. 

10 Accordingly, the information available at networking 
layers two and three provides a basis for the 
identification of an end user or a client. CSPG 32 may 
use an IP address or any other suitable parameter to 
uniquely identify a client or an end user in offering a 

15 service, enhanced capability, or feature to an end user. 
CSPG 3 2 may include any suitable hardware, software, 
components, or elements that identify a unique identifier 
in order to provide some networking feature or capability 
to an end user. 

20 FIGURE 2 is a simplified block diagram illustrating 

a table 4 0 included within GGSN 3 0 in an example 
implementation of communication system 10. Table 40 may 
be created and stored within or external to GGSN 30. 
Table 40 may store selected signaling information 

25 collected by GGSN 30. The information may be used to 
match APNs to multicast groups for any given end user's 
IP address, profile, or policy. Table 40 could include 
(and be indexed by) APN number, policy/profile, source IP 
address, destination IP address, protocol, IP address of 

30 end user 12, source and destination ports, or quality of 
service characteristics. These elements may be used to 
differentiate subscribers. The profile or policy within 



5 



As described above, CSPG 32 utilizes the identity of 



source profile. 



In a particular embodiment of the 
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table 4 0 may identify to which multicast group end user 
12 belongs . Additional information may include 

subscriptions, payment plans, or any other information 
relevant to providing a multicast service to end user 12. 
5 Entries within table 40 may be cleaned up, deleted, 

or updated periodically (or alternatively updated or 
changed based on some event or modification to system 
parameters) in order to accurately reflect one or more 
source profiles associated with one or more end users. 

10 Entries could also be deleted specifically or deleted per 
communications flow or per PDP. 

FIGURE 3 is a simplified flowchart illustrating a 
series of example steps associated with a method for 
enabling multicast services in a network environment. 

15 The method begins at step 100 where end user 12 may 
access a network and open a communication session (e.g. a 
PDP context potentially having a certain set of 
parameters or vectors that describe quality of service, 
security, etc.). End user 12 may use a specific device 

2 0 and APN when opening up a communication session. For 

example, the communication session may be a GPRS data 
call coming from a GPRS-enabled GSM mobile station. The 
APN included in the signaling information may be any 
suitable element that identifies end user 12. For 
25 example, the APN identifier may be a company name 
followed by a period and then the term 'multicast 1 (e.g. 
CocaCola . com. multicast ) . The signaling information may 
also include other user identification data and, for 
example, the user's IP address or a unicast address. 

3 0 Thus, end user 12 brings up a communication session 

via SGSN 18 to GGSN 30. The establishment of the 
communication session may be executed based on the 
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configured APN through its assigned SGSN 18. SGSN 18 may 
then identify the proper GGSN to which to direct this 
traffic and, also, set up a GTP tunnel at step 102. GGSN 
30 may then trigger the multicast operation and recognize 
5 that end user 12 belongs to a designated multicast group. 

GGSN 3 0 may correlate the APN of end user 12 
(provided by the signaling information) at step 104 . 
GGSN 3 0 may reference any appropriate location to 
retrieve this information that allows for such a matching 

10 function to be achieved (e.g. via table 40). Once the 
mapping is complete, multicast services may now be 
directed to end user 12 at step 106. GGSN 30 may now 
forward selected information to end user 12 : the 
information being associated with a given multicast 

15 service. GGSN 30 may signal to other network elements 
(e.g. routers) that end user 12 belongs to a given group 
and that information designated for that group should be 
sent to end user 12 via GGSN 30. When a server (e.g. a 
video server or an MP3 server) attempts to send multicast 

20 packets, the packets may propagate toward GGSN 30. GGSN 
30 may match the APN to its associated multicast group in 
order to forward the appropriate multicast packets to end 
user 12 . 

GGSN 3 0 may replicate the incoming multicast packets 
25 such that the multicast packets are delivered to each 
tunnel associated with a member of the multicast group: 
the participants being identified by table 40. Thus, the 
enablement of multicast services is based on the 
assignment of end user 12 to a specific multicast group, 
30 as reflected by table 40. End user 12 may now receive 
appropriate multicast services via the network. 
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Note that the example of FIGURE 3 has been offered 
for purposes of teaching only. Accordingly, some of 
these steps may be changed, deleted, or replaced with 
other steps where appropriate. Such modifications may be 
5 based on particular communication needs or specific 
communication architectures and configurations and are 
within the teachings of the present invention. 

Although the present invention has been described in 
detail with reference to particular embodiments, it 

10 should be understood that various other changes, 
substitutions, and alterations may be made hereto without 
departing from the spirit and scope of the present 
invention. For example, although the present invention 
has been described as operating in GPRS or UMTS 

15 environments, the present invention may be used in any 
networking environment that routes or processes 
information based on the identity of or subscriptions 
associated with end user 12 . The protocol disclosed in 
the preceding figures is generally applicable to all 

20 communication systems in which information packets are 
routed between or through IP networks. Note also that 
although specific protocols are described herein in this 
document to illustrate example operations, any suitable 
communicative platforms may be used to effectuate the 

25 operations, which provide an ability to provide multicast 
services for communication system 10. 

Numerous other changes, substitutions, variations, 
alterations, and modifications may be ascertained to one 
skilled in the art and it is intended that the present 

3 0 invention encompass all such changes, substitutions, 
variations, alterations, and modifications as falling 
within the scope of the appended claims. In order to 
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assist the United States Patent and Trademark Office 
(USPTO) and, additionally, any readers of any patent 
issued on this application in interpreting the claims 
appended hereto, Applicant wishes to note that the 
Applicant: (a) does not intend any of the appended claims 
to invoke paragraph six (6) of 35 U.S.C. section 112 as 
it exists on the date of the filing hereof unless the 
words "means for" or "step for" are specifically used in 
the particular claims; and (b) does not intend, by any 
statement in the specification, to limit this invention 
in any way that is not otherwise reflected in the 
appended claims. 



